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MFA - Agenda

● Introductions

● What is MFA?

● Authentication Methods

● Q&A

● Giveaway?!?



M
F
A

any
rustrating
nnoyances



M
F
A

ulti
actor
uthentication



So, what 
exactly is it 
called then?



Multiple Factors
Something you know

Password/PIN

Something you are
Fingerprint / FaceID

Something you have
Bank Card



First takeaway

Have a plan: 
register multiple methods



Authentication Method Examples



Authentication Method Examples



Second takeaway

Never share your password or provide your 
multifactor authentication code to anyone, including IT. 
Do not approve authenticator notifications that you did 

not request.



Authentication Method Examples



Number Matching Examples



Passwordless Demo!



Authentication Method Examples



Security Key Demo!



YubiKey 5C NFC



YubiKey Bio



The Future is…

Here’s hoping for passwords 

to go away someday!

Passkeys







Helpful links
FIDO2 certified devices

https://fidoalliance.org/certification/fido-certified-products

Sites supporting YubiKeys 

https://www.yubico.com/works-with-yubikey/catalog

Sites supporting MFA/2FA

https://2fa.directory/us

Sites supporting Passkeys

https://passkeys.directory

https://fidoalliance.org/certification/fido-certified-products
https://www.yubico.com/works-with-yubikey/catalog
https://2fa.directory/us
https://passkeys.directory


Q&A



Giveaway!



The first 3 people to 
email: “I want a key!” 
to: securitykey2023@baker.edu

Sorry! The giveaway 
was only during the 
live presentation.



Be sure to join us:

“How to Recognize and Defend 
Against Phishing”
Wed, October 18, 2023   12pm-1pm
@ Owosso campus & virtual

“Tips to Keep Your Devices Secure”
Wed, October 25, 2023   12pm-1pm
@ Royal Oak campus & virtual

Thank you!
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